CS6103 - APPLICATION

DEVELOPMENT PRACTICES

C-L-T-P-EL-C pattern: 5 -1 -0-4 -3-4




~ Web Application Ecosystem
I

https://www.w3.org/

Unicode, JSON, XML, CSS,
Internationalization

Web standards (W3C)

Client-side HTML, CSS, JavaScript 5.0, 3.0, ECMAScript 2022
: PHP, Node.JS, Python,
Server-side ASP.NET etc., 8.2,19.8.1,
Databases MySQL, MongoDB, Oracle
Libraries jQuery, React
Express, Angular,
FRTMEEE Zend/Laminas, BootStrap
CMS WordPress, Drupal, Zoomla
HTML checker, Visual
TOOLS Studio Code, Notepad++,
Bluefish
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Some jargon

Browsers, Scripts, Client-side, server-side, 3-tier architecture, full-stack,
libraries, frameworks, APIs, apps, standards, protocols, validation, security, web
of things, IOT, CPS, web services, cloud, servers, databases, editors, XML,
JSON, Microservices, bigdata, Web app, Mobile app, no code, low code, deep
web, dark web, Responsive, URL, Cookies, Wiki, CMS, Interpreters, Templates,
Themes, Analytics, Accessibility, Open Source, meta data, Search Engines,
Hypertext, SPA, SaaS, host, domain, ipaddress, request, response, web engine,
Mobile Web, Cheat sheet, Static / Dynamic web pages, Rendering, Best
Practices, Front-End, Back-End, Business Logic

STANDARDS for Interoperability, accessibility, usability
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Pure and traditional Open Source (PHP, Python, Cold
Fusion etc..)

Java Based (Servlets, JSP, JAVA EE, ...)
Windows platform - .NET based (ASP.NET)
Pure JavaScript based - Node.js

Using Languages like Google Go (meant only for Google's
platform)

Google’s Cloud based web apps (Google App Engine)

Web Application Development
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FULL STACK WEB DEVELOPMENT

Popular Stacks

LAMP/XAMPP stack: JavaScript - Linux - Apache - MySQL —
PHP / Apache — MariaDB — PHP-PERL

MEAN stack: JavaScript - MongoDB - Express - Angularls -
Node.js

MERN stack: MongoDB — Express — React)S — Node.js
Django stack: JavaScript - Python - Django - MySQL

—_—
P

Ruby on Rails: JavaScript - Ruby - SQLite - Rails
(source: w3schools.com)
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Web Application Architecture
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https://www.researchgate.net/
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Web Application Architecture

TIER 1 TIER 2 | TIER 3
HTTP Response Response Return Results
= Y =
Co ’iJ-lL' \ ﬁgr’ \ m
ecCute
@ ﬂ J E sl
- X
\ « \ > | Nk
HTTP Request Invoke Component Invoke Query
; Data
IP Services Application " | ;
, Frontend i el Services Bac!tup
| Services
' Web Server Application | patahase Server
Server |

https://www.researchgate.net/
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" JAVA WEB APP ARCHITECTURES

Web Server
o ’ ansel'Vlet
HTTP Request
Web |"eduest Web
Client Compgnents
HttpServiet
4W° Response ]1—@
Response
JavaBeans
Components
JavaServer Pages
Standard Tag Library
JavaServer Faces

JavaServer Pages

JavaServlet
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JAVA WEB APP ARCHITECTURES

Assembly
Root
WEB-INF
JSP pages,
static HTML pages,
applet classes, etc.
| |
lib classes tags
web.xml
sun-web.xml
*.tid
Library All server-side All .tag files
archive files .class files for for this

this web module web module
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JAVA WEB APP ARCHITECTURES

Java EE Application 1 Java EE Application 2
a 4
- Client Tier
icati Dynamic
APE'.‘{;?,‘{“ HTML Pages
v
l ‘ |“ JSP Pages Web Tier
. _ v
Enterprise Beans Enterprise Beans Business Tier
@
EIS Tier
Database Database
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 ASP.NET WI

ARCHITECTURE
r

I souitation Hlet Ul Pages Web Form
(.htm) (.aspx)
|
User Cnntrnls Code-Behind File Graphic
(.ascx) (.aspx.vb or .aspx.cs) Files
"Business Logic Tier i
| 1 I [
| Proxy | ADO.NET RCW
(1 e
XML Web Services NET COM COM+
L (.asmx) Objects || Objects || Services )
' Data Tier ;
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everywhere) nNege

Node.js Architecture Node js Server
Node.js | Request | kY
"\ ' POSIX
- - - Async
Node.js Core Library(JavaScript) )] Request - Threads
) :
Requests blocking 10
Node.js(Binding) 8 I >
Requests Thread
Google V8(C++) | libuv(C) 8 )
—>
Open-source Cross-Platform
JavaScript Engine, Asychronous I/O Thread Processing Thread Waiting
Optimizer, JIT.

» run JavaScript on the server
» JavaScript runtime built on Chrome's V8 JavaScript engine
» an asynchronous, event driven, light weight, Non-blocking 1/0 model
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When you write a Google App
Engine Application - you are
running in the Google Cloud

Just like you were a Google
Developer

You don’t know where you are
running or if one copy of a
thousand copies of you are
running

Google hosts small applications
for *free* - larger applications pay
by usage

Post-Cloud View




itional Vs. SPA(Sin age
Apps)
( raditional Page Lifecycle 1
Single_Page i 7 Initi:I R:quest e N
Applications (SPAs) [
are Web apps that et |, Servar
load a single HTML @( R
. Reload!
page and dynamically | | J J
update that page as ‘ =
; SPA Lifecycle
the user interacts ( il e \
with the app. T
Best Example: Gmail Client AIAX Server
JS Library: AngularlS S
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// - [ Vie; | j
MVC vs. MVVM

[ : ] [ View Model j

User Input A

User Input Updates Modifies
Modifies Model
[ Controller } )[ Model ] [ j
MVVM

we T
Model Domain data
View Abstract representation of view
Model
View Displays view model and sends user

inpUt to view model -



MINDMAP

® images/mindmap-1
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General Questions?

What is the right combination of technology and
platforms?

Should we rely on cloud?
Which is more secure technology?
Should we start with front-end or backend DB.

Should we write validation code on the client / on the
server side?

What is the expected load?
How much of our code should be exposed?
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High Level Requirements

Mobile First: responsive mobile-friendly design that can be used on
different devices - ideally designed with mobile as the foundation

Fast Loading: quick loading times for users on all devices even with slow
internet connections

Tracking Enabled: web analytics tracking traffic as well as goals and
conversions

SEO Ready: all important on-page SEO tags and elements,

Powered by CMS: a back-end Content Management System that enables
publishing and editing content

Social Media: integration with relevant social media platforms

Strong Security: fundamental security and privacy protocols, such as basic
security checks
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Validation check list

Validate HTML / XHTML

Validate CSS

Validate for (accessibility)

Validate for WAI standards (accessibility)
Validate Links (check for dead links)
Check across different browsers
Re-validate HTML and CSS

Have others check your site

Web Application Development
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2 s

/ Testing

Functionality
Usability
Interface
Database
Compatibility
Performance
Security
Crowd

Web Application Development
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SECURITY TOOLS / SOFTWARE
1. OWASP (Open Web App Security Project) G)ownsp

2. Burp suite (Burp Suite is a Java based Web Penetration

Testing framework)
3. Open Source Web Application Vulnerability Scanners

4. Web Application Firewalls

Web Application Development
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*. Other utility Software

Convert Web App to Mobile App with Apache Cordova

Apache Cordova is an open-source mobile development
framework.

It allows you to use standard web technologies - HTMLS5,
CSS3, and JavaScript for cross-platform development.

Applications execute within wrappers targeted to each
platform, and rely on standards-compliant API bindings to
access each device's capabilities such as sensors, data,
network status, etc.
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Cordova Application

Web App Cordova Plugins

config.xml Accelerometer Geolocation

TR Camera Media

ik Device Network

: Contacts Storage
\\/ . : < y

HTML Renderingv
Engine(WebView)

Custom Plugins

Web Application Development
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P

Irctc.co.in

Server Side Java

Client Side JavaScript
JavaScript Library jQuery
Markup Language XHTML 1.0
Character encoding UTF-8
Image File formats PNG, GIF

Site Elements

SSL
Traffic Analysis

CSS -External, Embedded,
Inline, Cookies — session,
HttpOnly, https, HTTPSTS

Geo Trust Inc.

Google Analytics
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Web app validation software

HTML checker

Link checker

Internationalization checker

Web Platform Tests (interoperability of the web)
RDF validator

Web Application Development
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~ Rendering web pages by

browsers

® The two modes
e Quirks
e Standards (Almost Standard, Full Standard)

For
backward
compatibilit
y and
emulation
of old
browsers

Images are
aligned to
the bottom

For backward

Almost Standard

Less of Quirks

compatibility and and more of
emulation of old Standards
browsers

Images are aligned to Images are

the bottom

aligned to the
baseline

Web Application Development

Full Standard

No Quirks and Rendering is
based on HTML and CSS
spec.

Images are aligned to the
baseline
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_ Rendering we
browsers

HTML Declaration
VERSIONS

HTMLS.0 <IDOCTYPE html >

XHTML 1.0 <?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE html| PUBLIC "-//W3C//DTD XHTML 1.0
Strict//EN"
"http://www.w3.org/TR/xhtml1/DTD/xhtml1-
strict.dtd“>

XHTML1.1 <?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML
1.1//EN"

"http://www.w3.org/TR/xhtmIl11/DTD/xhtml11.dtd"
>

Web Application Development

Standard

With System
|dentifier and
XML declaration
(Standard)

With System
|dentifier and
XML declaration
(Standard)
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Top websites of Tamil Nadu
110 | 10

thehindu.com siliconhouse.net

behindwoods.com squarebrothers.com

dinakaran.com vit.ac.in

agriya.com dotcominfoway.com
tn.gov.in hosuronline.com
tamilstar.com pothys.com
ebharatgas.com tnau.ac.in
india.ford.com tnvelaivaaippu.gov.in
kvb.co.in gati.com

chennaionline.com thechennaisilks.com
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Web Analytics

* Web analytics is the measurement, collection, analysis
and reporting of web data for purposes of understanding
and optimizing web usage. (Wikipedia)

® Process (Key Process Indicators) .
Tools: |
® Google Analytics . .
® Spring Metrics
* Clicky . .
(Wikipedia, Tutorials Point) . .

Web Application Development




Mobile friendly web apps

Responsive Web Design (BootStrap framework)

Purely front-end
The goal of responsive design is to build web pages that
detect the visitor's screen size and orientation and change

the layout accordingly.

Responsive web design makes your web page look good
on all devices (desktops, tablets, and phones).

Responsive web design uses only HTML and CSS.
<meta name="viewport" content="width=device-width,
initial-scale=1.0">

Web Application Development 30
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S C r | pt S As per w3techs.com
JavaScript — 94.8%

Flash ™ 5.7%

Silverlight | 0.1%

JavaScript

WiTech= com. 1E Nowvember 2017

96.2% f

JavaScript Libraries

jQuery
Bootstrap
LS55
Modernizr ‘ \ HTML
MooTools
: 2.0% -
ASP.NET Ajax g Jauer{

gNGULARJS
& Goaghe
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S C rl pts [As per w3techs.com]
PHP I © 2, 0%

ASP.NET TN 14, 20,

Java @ 2.5% P pgthOﬂ

static files N 1.5%

ColdFusion ! 0.6%

Ruby [ 0.5% 8l Migosoft ﬁi:llLS
JavaScript | 0.4% ASPN FT .
Perl |0.3% <,’4”:I )>
Python | 0.2% n ‘ e
Erlang |0.1% @ JSP

WiTech=.oom, 18 November 2017

— - -
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| Comparison (CMS)

WordPress tg. 8%

Joomla

Drupal

> S
Joomilal DI"Up aol”
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Apache

Nginx
Microsoft-IIS
LiteSpeed
Google Servers
Tomcat

Node.js

I 45.1%
AN 265.,0%
M 10.6%

Hl 3.0%

f1.1%
10.5%

FH.E%

Web Application Development
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Tools for Website development

=T =
% NetBeans

ENpIsshonT el
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~ Search Engine Optimization
(SEO)

Search Engines — Crawl, Index, Process, Calculate
relevancy, Retrieve Results

designing and developing a website to rank well in search
engine results.

improving the volume and quality of traffic to a website
from search engines.

marketing by understanding how search algorithms work,
and what human visitors might search.
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" SEO

Keep the web page filename short, simple, descriptive,
and relevant to the page content.

Try to use a maximum of 3-4 keywords in your filename,
and these keywords should appear on your web page title
as well.

Separate all keywords with hyphen rather than with
underscore.

Keep your sub-directories name as short as possible.

Restrict the file size to less than 101K because Google
chops almost everything above that.

Web Application Development S
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" SEO

You should have more text content than HTML elements.

No frames.

No JavaScript. If you need JavaScript, call it from an
external file rather than dumping the code in the HTML
file.

Keywords in the <title> tag(s), <meta
name="description">, <meta name="keyword">, <h1l>,

<a href="http://yourcompany.com">keywords</a> link
tags, body copy, alt tags, <!-- insert comments here>,
comments tags. URL or website address.
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Examples of Web Applications

Examples of Web applications include:
e Reservation systems
e Weblogs
e Massively-Multiplayer Online Role-Playing Game (MMORPG)
* Online shopping
e Online auction
e Games
e Multimedia applications
e Calendars
e Maps
e Chat applications
e Clocks
e Interactive design applications
e Stock tickers
e Currency converters
e Data entry/display systems

Web Application Development
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A Nature of Web Applications

Web applications:

have features and benefits of desktop applications

have some form of programmatic control either on the
client side, or on the server, or both

emphasize on real data separation as opposed to
markup/style separation

are usually smaller in file size than desktop applications
can have rich graphical-user interfaces (GUI)

have reduced client-requirements

have portable data

Web Application Development
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Building Web Applications

Two major components needed to build web applications
include:

e Hardware platforms — could be a single shared server
running on a web server and a database

e Software platforms
« Schema — for data storage

« Business rule (logic) — for accessing and modifying data
 Interactive logic — for presenting data to users
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COVERAGE

»HTML

»CSS

»JAVASCRIPT

»PHP

»QUERYING A DATABASE

»CLIENT SERVER COMMUNICATION
»WEB APP DEVELOPMENT

Web Application Development
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LAB requirements

1. XAMPP on Windows / LAMP on Ubuntu
2. Visual Studio Code / Notepad++ / Bluefish

Evaluation Pattern: C-L-T-P-EL-C pattern: 5-1-0-4 -3-4

5 Mid -
Sl Continuous
Category of Courses Semester End Semester
no Assessment T i————
1. | Practical Integrated with 40(P) 20(T) 40(P)

Theory

CA: Every lab has a spot question with exercises: 25 Marks
Observation-exercises-spot (5-15-5)
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* FIRST STEPS

Familiarize with HTML tags, attributes, elements
Practice Block level elements

Creating Hyperlinks

Embedding Content

Creating TABLES

Using DOM

HTML events

FORMS

Web Application Development
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HTML template

<IDOCTYPE html|>

<html lang="en">

<head>

<title>template-1</title>

<meta charset="UTF-8">

<link rel="stylesheet" href="style1.css" title="big text">

<script src="support.js"></script>

</head>

<body><h5>document.write()</h5><ul><li>Familiarize with HTML tags, attributes, elements
<li>Creating Hyperlinks</li>

<li>Embedding Content</li>

<li>Creating TABLES</Ii>

<li>Using DOM</li>

<li>HTML events</li></ul>

<p id="one" style="font-family:verdana"><a href="www.google.com" target="_blank">www.google.com</a></p>

<button onclick="alert("check template")>button click</button>
<script>document.getElementByld("one").style.font-family="arial";
</script>
<img id="one" src="images/art4.jpg" width="200" height="200"/>
<table border="2">
<tr>
<td align="center">HEAD section</td>
<td align="center">BODY section</td>
</tr>
<tr>
<td align="center">meta, scripts, styles</td>
<td align="center">rendered content</td></tr>
</tr>
</table> </body>

</body> </html|> Web Application Development 48



HTML DOM

Document
[Root element:
<html>
|
Element: Element:
<head> <body>
| |

_ T —1
Element: Attribute: | | Element: Element:

<title “href” <a» <hl>

Text: Text: Text:

"My title” "My link” “My header”

Web Application Development
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